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[TnaHbl Ha pearnpoBaHue

Incident Response Steps
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MaTtpewka. OnncaHne MHUMNAEHTa

1. J/InHyKcoBaa MHPPACTPYKTYpPaA
2. RomnpomeTtauma jira

3. HanpeHo 3 TposHa



MaTtpewka. OnucaHune TposHOB

A ATLASSIAN Community  Products v Groups v Learning v Events v

$ St r‘ i n g S _F i l e | g r‘e p b i n / S h :3;8;:?:?;?:2;&2??:?&87%69%81b7d732a5 confluence-security-
Exec failed for /bin/sh

# ! / b l n / S h Java compiled applications have a lot of redundant information in them. So much that the de-
compilation process is trivial and there is little if any loss of information. This means that the

$ source can be obtained with almost no information loss and dynamic analysis is rarely needed
to understand the functionality of the code. In our case static analysis was enough to
understand the plugin functionality and extract indicators of compromise. In this section we
focus on the static analysis of the plugin, using the simple and excellent Java decompiler
http://java-decompiler.github.io/.

Reversing a suspicious Confluence plugin

The JAR file hierarchy is the following:

$ St r‘ings 'Filez | gr‘ep bin/ Sh | WC - 1 [ s confluence-security-audit-1.2.5 v1.2.jari?

¢ ## META-INF
@ ¢ (= maven/com.atlassian.plugins.content
ContentManager
$ ¢ (= confluence-security-audit
|=| pom.properties
X] pom.xml
¢ (= plugin-components
component

$ xxd file2 | grep bin exports

imports

00001c10: 34bc 2f84 4eb2 382f 6269 6ePe 3c66 6883 T & spring

|X] plugin-context.xml

4./.N.8/bin.<fh. g B MANIFEST MF

¢ 3 atlassian.plugins.content
$ ¢ # api

o= Jup MyPluginComponent.class
¢ # impl
o %» MyPluginComponentimpl.class
¢ & rest
o % ContentRest,class
| content-plugin-settings.xml

ontentRestResource.class

Src: https://community.atlassian.com/t5/Trust-Security-articles/Reversing-a-malicious-Confluence-server-data-center-app/ba-p/2326867




MaTtpeuika. Jlopep

e (OO6HapyKeHue oTnagumKa ¢ nomolbto TracerPid
* [loAcyéT KoHTpoabHOM cymmbl /etc/machine-id

e 3arpy3ka B NamATb COAEPHKUMOT0O, YKa3aHHOro B KOHpUre pamaa «.so»



HenpeaHamMmepeHHoe,
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pa3HuLUa MeXxay oXxXxngaemMmon
NN N3MEPEHHOU U
peanbHOW BEJINYNHOMN.
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Jliogpn HecoBepLUEHHbI

https://pbs.twimg.com/media/GFKxtTaWUAEuURMm?format=jpg&name=small



3 npumMepa «rnoKoB»

1. PeBepc 6e3 FLIRT
2. Jebar NTDLL.DLL

3. AHanu3 System.Runtime

https://www.cnet.com/a/img/resize/f812da3969350ccOb0afd5bf35ca4ffbf08cb696/hub/2019/05/22/1b710a6b-
5f4d-4987-a046-c23674b221a3/picard-meme-facepalm.jpg?auto=webp&width=1200
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«Henb3g nponssecTn aHann3 3awndpoBaHHbIX ANCKOB»
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https://donttakefake.com/wp-content/uploads/2020/06/The-Lord-of-the-Rings-dtf-magazine.jpg



AHaNnN3 QUCKOB MNocNe aTakun
LW poBabLLUKOB

1. Testdisk/PhotoRec/R-Studio

2. Strings/strings2
3. aeskeyfind



[lo6bblya noros

"we dont
have the logs
to see what
they accessed"

"We have no
evidence that
this incident
involved any access
to customer data"

Henb3a Beputb Ha C/I0BO

Src: https://mastodon.nl/system/media_attachments/files/110/969/032/037/775/333/original/9d04c4ad8812640a.jpg



[Mpumep MHUMAOEHTA

1. WHUMAEHT B KPYNHOM KOMNaHMM Havanca ¢ RDP-noakntoveHuns c IP-agpeca
NOCTaBLMKa yCcayr

2. [locTaBWMK BCE oTpuULaeT
3. [locTaBLUMKa «CAUBAOT»

4. TlocCTaBLWMK CamM pearnpyeTt Ha MHUNAEHT

5. TlocTaBLMK 3annBaET «3010Tble» 0bpas3a

6. [locTaBLWKUK NPOCUT OTYET 06 IR y CTpPOHHEN KOMNAHUK ANA KPYNMHOM KOMMNAHWUM

Src: https://avatars.mds.yandex.net/i?id=53d6d241246e85017765cd27d9ac2f61a5aad359-
12471923-images-thumbs&n=13



AHanNn3 gANCKOB «3anuTmnga» o6pasos

1. Testdisk/PhotoRec/R-Studio

2. Strings/strings2



Bo Bpemsa pearnpoBaHus
Henb34 nepenpbirnBaTtb
Yyepes NyHKTbI nnaHa!
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[MTpmep MHUMAEHTA

1. CnuvB AaHHbIX N3 BEO-NPUNOKEHUA
2. AHanun3 KOHTEMHEPOB

3. C6op AaHHbIX/*KypHanoB

4. «YcTaHOBUTb cNocob nonyyeHus
HECAaHKUMOHUPOBAHHOIO AOCTYMNa no
COBbpaHHbIM AaHHbIM HEBO3MOXHO»

Src: https://www.meme-arsenal.com/memes/8d75a8dcbe294ee08b35b87fe5069b63.jpg



Hapo NnOMHUTDL!

dd if=/dev/sdal of=/dev/adbl
Not but xz

Delimiters



BToporo waHca
cobpaTtb AaHHbIe
He 6yperT!
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[Tpmepbl BbIBOAOB

Cnoco0b, BpeMsi U MCTOYHMK KOMMPOMETALUUM [OAaHHOW YYEeTHOW 3anucu Ha
OCHOBaHuM NpeaocTaBrieHHon MHopMaLMmn YyCTaHOBUTL He yaanoch.

Ncxops 3 BbiABNEHHbIX $aKTOB, Hanbonee BEPOATHO, YTO

aTaKyHoLWKWMN nonan B MHPPACTPYKTYPY 3a CYET aKcnayaTauum

YA3BMMOCTMW.
MepBOHa4YaibHaaA KOMNpoMeTaumsa y4eéTHon 3anncm Administrator morna npounsonTu
HEeCKOJIbKMMM cnocobamm, BKOYas aTakKy C MCNOJIb30BaHUEM U3BECTHbLIX YA3BUMOCTEN UK
NIOKaJIbHOIr 0 MOBbILUEHWA NPUBUIErnn, ogHako 6osiee BEPOATHO, YTO yTe4Ka napons
npown3oLuJia Npu nepenaydye ero B JIOKaJIbHOW CETU NMPW 3arpyske Win n3 CUCTEM
npoBanaepa (naHenu ynpasneHus, 6asbl AaHHbIX, U T.M.), r4e oOH MOIr XPaHNTbCS B
OTKPbLITOM BUIE.

BO3MOXHbIMM  BapnaHTamMum  KOMMpoMeTaumm [OaHHOW  Yy4YeTHOW  3anucu
ABNSAIOTCA: NnepexBaT CeTeBoro Tpadumka C nocrnegyrowmm KN3BNeYeHnem
ayTEHTU(PUKaALUNOHHOW NH(POPMaLNK; UCMOSTb30BaHNE KOPNOPaTMBHbLIX YYETHbLIX
3anucen Ha He3alMLEHHbIX NUYHbIX YCTPOWMCTBaxX COTPYAHMKOB; nepebop
cnabbix naponen y4eTHbIX 3anncen; nHcama.
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Summary

SUMMary
A test GCP project was compromised due to a weak root password. An attacker gained access to the instance and installed a coin mining script. The

instance was suspended and deleted. The affected user was notified and provided with introductions on how to secure their account. Only test data in

the project, no sensitive data impacted.

¥ Generate draft

Src: https://security.googleblog.com/2024/04/accelerating-incident-response-using.html?m=1







A KTO BaM cKa3a/, uTO ANCKW
6binn 3andpoBaHb
NMMEHHO 3TOU nNporpamMmmon?



[Mpumep oTyeTa

MNpu HaxoxaeHun halnoB C yKasaHHbIMU paclUMpPEeHUsMM NporpaMmMa UCMonb3yeT yKasaHHbIN B
Hel NyONUYHBLINA KMo, MOMYyYeHHbIN Mo anroputMmy curve25519, 1 Ucnonb3yeT ero KOHTPOIbHYIO

cymmy SHA256 kak ko4 ans wudgpposaHs Havje SPTTEvETgB No anroputMy Sosemanuk (ans
KOTOPOro XxapakTepHO ucnornb3oBaHue KoHCTaHTH 0x54655307 Jjm nobasnsaeT danny pacwimpeHue
«.babyk»:

.text :0000000000409DE3 110 69 CO 07 53 65 54 imul ax, 54655307h
.text :0000000000409DE9 110 89 85 60 FF FF FF mov aTa iz 2

.text :0000000000409DEF 110 8B 85 60 FF FF FF eax, [rbp+var_AQ]
.text :0000000000409DF5 110 C1 C8 19 ao g h

Mocne wudpoBanua nporpamma cosgaet danrj «How To Restore Your Files.txt» § Ton ke gupek-

TOpUK, B KOTOPOM HaxoauTcs Wwudpyembin da B ROUTOUEY , s HYI0 MH(popMa-

B cetn MHTepHeT no agpecy ... oOHapyXeHbl UCXOOHbIE
KObl NporpamMmel, cogepxawme oyHKUUm n 1Fh ; n ]
Nonb30BaTeNbCKNe COOBLIEHUS, UOEHTUYHbIE set aflowToRestoreYo ; “/How To Restore
cogepxaiwmmes B danne «e_esxi.outy. rdi, rax

_memcpy
.text :0000000000401847 048 48 8B 45 D8 rax, [rbp+dest]

.text :0000000000401848B ©48 BE 27 DO 40 ©0 esi, offset aW ; "w"

rdi, rax ; filename




XXn3Hb nocne ortyera

NHunpgeHT Ub %= MNpecTtynneHune

OTyeT o pearnposaHnn Ha nHuuaeHT Ub
- -

[loka3zaHng cBugeTens
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MNogrotosKa

N3BneyeHmne ypoKkos [leTeKTnpoBaHue

 BocctaHaBiMBaTb 3apaXKEHHble HaKanbl
* WNrHopupoBaTb pekomeHaauunm DE | RE

BoccTtaHoBneHMe AHanuns
* He Tporatb cepBUCHbIe Y3
* [lpataTtb obopyaoBaHue

”poeouMPOBaTb dTaKyloLx

* 3aKpbiBaTb CepPBEPHYIO HA 3aMKU







[Mpumep pekomeHpaunn

5. PexomeHnaimuu

1. IIpoBecTtu moHOE€ OOHOBIEHHUE BCEX CEPBEPOB BHYTPU UHPPACTPYKTYPHI;

14, IIpoBeCTH MOKUCK CIEA0B KOMIIPOMETAIIUA BHYTPHU BCEW HHPPACTPYKTYPHI.

NepBOOYepeaHble peKOMeHAaL UM

[10 BO3MOXHOCTU MaKCMMarnbHO OrpaHNYnUTbL AOCTYN B JIOKAlbHYIO CeTb
n3 N6LIX Apyrnx ceten, B ToM vuncne yepes cepsuc VPN;

12. BKAOYUTL N10rMpoBaHue N0ros.



BbiBOAbI

1.Bo Bpema pabotr Hapg
MHUMOEHTOM BCE MOXeT
NONTH

Yyepe3 NyHKTbI MJiaHa

3.He Haao0 3alluMLLaTh
HeBepHoe pelleHne. Haago
BOBpEMA

4.Hapo cnenoBaThb He

Teopnam U C/10BaM, d



Src: https://ae04.alicdn.com/kf/H15a6d82ffd4a4480bc7c3fac16862dbcu.jpg_480x480.jpg
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